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STATE OF MARYLAND
DEPARTMENT OF HUMAN RESOURCES — HRDT
EMPLOYEE SECURITY ADVISORY

This form is an acknowledgment of the responsibilities of employees in regard to the use of computer equipment, data, and
software, including; manframe computers, mini-computers, personal computers, sither stand-alone or connected to loca! area
networks (LANS), wide area networks (WANS), the Internet, an intranet, etc. Authorized sccess to and use of information and
computer resources is limited to the PURPOSE for which these privileges are granted. Violation of this policy can result in
disciplinary action including suspension and/or termination of employment. This advisory is initiated for informational purposes
only. The following paragraphs shall inno\nybematﬂnduawaiwbymunplmofmerigmsmd protection provided to
employees by the Merit System Law (State Personnel & Pension Article of the Annotated Code of Maryland).

ﬂqu:ummtofmmmRmMmthaSmaPuﬁcyc Data Processing Resources Security, as authorized by the
Governor's Executive Order 01.01. 1 983.18 entitled "Privacy and State Data System Security"; the State Data Security
Commistee, State Agency Data System Security Practices; Article 27, Section 45A and 146 of the Aunnotated Code of Maryland,
In addition, other Federal and State Laws and Regulations affect the access to and use of computer information such as the 1S,
Computer Crime Statute 18 U.S.C. Section 1030, Computer Security Act of 1987, Privacy Act of 1974, Freedom of Information Act,
Computer Software Rental Amendments Act (1990), Fair Credit Reporting Act, Computer Fraud and Abuse Act (1986) Computer
Abuse Amendments Act (1994), and Federal copyright Law,

Specifically, PROHIBITED ACTS include, but are wot limited to:

Unauthorized access to or use of a computer, data, or software.
Unauthorized copying of software.

Use of unauthorized or unlicensed software.

Unauthorized obtaining, copying, or disclosure of confidential information.
Unauthorized modification to or altering of dats or software.

Introduction of filse information to public records.

Disruption or interruption of the operation of a computer.

Disruption of government operations or public services by means of 2 computer,
Unauthorized taking or destroying data or software

10, Unauthorized ereating / altering a financial instrument or fund transfer,

11, Misuse or disclosure of passwords and LOGON IDs.

12, Unsuthorized breaching a computer security systam,

13 Dlmaging,dwo)dna.ammiudshuhalmwdmmquimmtwswm
4. Devising or executing a scheme to defraud.

15. (Muhgammhgmmy.m.in&mﬁm.ummdu&hpranmm.
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All authorized users during the term of their granted access and thereafter, shall hold in strictest confidence and not
willfully disclose to any person, firm or cocporation without the express authqrization of the Department of Human Resources Data
Security Officer, any information related to security, operations, techniques, procedures, or any other automated syster matter.

Aay breach of security must be promptly reported to the Department of Human Resources, OIM Data Security Division, and
the OIG.
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